IamsaTka UIg o0yuaronmxcsa 00 MHGOPMAITMOHHONH 0€301TACHOCTH

HEJIb34A

1. Bcem mompsim cooOmmiaTh CBOIO YacTHYH HH(pOpMaIuio (HACTOSIIUE WMS,
dbamunuto, TenedoH, agpec, HOMEp MIKOJbI, a Takke (GoTorpaduu CBOH, CBOCH
CEMBH U JIpy3ei);

2. OTkpbIBaTh BJIOKEHHBIE (AMIIBI 3JIEKTPOHHOM NOYTHI, KOIJa HE 3HAaeUIb
OTIIPABUTEIIS;

3. I'pyOuth, mpuauparbcs, OKa3bIBaTh AABICHHE - BECTH ce€0S HEBEXKINWBO U
arpecCUBHO;

4. He pacnopsoxaiicsi JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTaplIuX - BCErjaa
CITpallINBal POAUTEIICH;

5. He Bcrpeuatica ¢ IHTepHET-3HAKOMBIMHA B PEATBHOM KU3HU - TOCOBETYMCS CO
B3POCJIBIM, KOTOPOMY JTOBEPSCILIb.

OCTOPOXHO

1. He Bce numyT npaBay. Yuraems o cedbe Henpasny B MHTepHeTe - coobuim 00
TOM CBOMM POJIUTENSIM WU ONIEKyHaM;

2. IlpurnamaroT nepenuchiBaThCsl, UrpaTb, OOMEHUBATHCA - MPOBEPb, HET JIU
II0IBOXA;

3. Hezakonnoe konupoBanue (aiisioB B UHTEepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIIbIM O MpodJieMax B CETH - OHM BCET/ia IOMOTYT;

5. Ucnonb3yit HacTpoMKu O€30MaCHOCTH M MIPUBATHOCTHU, YTOOBI HE TOTEPATH CBOU
AKKAYHTBI B COLICETSIX U APYTUX MOPTAJIAX.

MOKHO

1. YBaxail Apyrux mnojab30BaTelici;

2. ITonp3yembess UHTEpHET-UCTOUHUKOM - JI€JIAl CCBUIKY HA HETO;
3. OTKpBIBal TONBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. OOmartbest 32 MOMOILBIO B3POCHBIM - POJMUTENH, OMEKYHbl U aIMUHHUCTpALUS
CalTOB BCET1a [IOMOT'YT;



5. Ilpoitam oOydenue Ha caiite "CeTeBMYOK" W MOJy4YM MacmopT IU(poBoOro
rpaxkgaHuHa!

NudbopMannonHass naMAaTKA JUIST 00YVYAIOIINXCH JUIST pa3MelieHus HA

o(pHMIMAJIBHBIX MHTEPHET-PECYPCaX

C KaxapIM roJloM MOJIOAEKU B MHTEPHETE CTAHOBUTHCS OOJNbIIE, A IIKOJIbHUKU
OJHM W3 CaMbIX aKTHUBHBIX IOJib30BaTeneil Pynera. Mexay TeM, MOMHMO
OTPOMHOI0 KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MpolieMbl. IJTa
namsTKa JOJDKHA MOMOYb Tebe 0e30macHO HaXOAWThCS B ceTh. KommbploTepHbIe
BUpYyChl KOMITBIOTEpHBIN BUPYC - 3TO PA3HOBUIAHOCTH KOMIIBIOTEPHBIX MPOTPaMM,
OTIIMYUTEIBHON OCOOEHHOCThIO KOTOPOM SIBJISIETCS CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUYTOKUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apa)XeHHasl MporpaMma, a TakXKe MOBPEAUTb WIM JaXe YHUYTOXXHUTb
OIEpaIIOHHYI0 CUCTEMY CO BceMH (paiiilaMu B LeJoM. B OONbIIMHCTBE CilydaeB
PacpOCTPaHSIOTCS BUPYCHI Uepe3 UHTEPHET.

MCTOI[BI 3aIlIUTBI OT BpECAOHOCHBIX ITPOIrpaMM:

l. HCHOJIL?:Yﬁ COBPCMCHHBIC OIICPAIUMOHHBIC CHUCTCMBbI, HMCIOIIUC Cepbe3HBII>'I
YPOBCHDB 3allIMTLI OT BPCJOHOCHBIX ITPOrpaMm;

2. IloctosHHO ycraHaBnuBail mauth (UUGpPOBBIE  3allIaTKH, KOTOpPbIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbI0 JOPAa0OTKH MpPOTrpamMMbl) U JpyrHe
OOHOBJICHUSI CBOEW omnepanoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opunmanbHoro  caira paszpadborunka OC. Ecaum  CylecTByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE TMOJ TMpaBaMHU TIOJb30BaTENd, a He
aIMUHHUCTpATOpa. ODTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnomb3ydl  aHTUBHPYCHBIC  IMPOTPAMMHBIE  TMPOMYKTHI  H3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpannub PU3NIECKUN JOCTYI K KOMITBIOTEPY TSI TOCTOPOHHUX JIUIT;

6. Mcnonp3yil BHEIIHWE HOCUTENM HH(OpMaLMU, Takue Kak (pemika, TUCK WM
(aiin U3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;



7. He otTkpbiBail KOMIIbIOTEpHBIE (aiibl, TMOJy4YEHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpUCIanl TBOM 3HAKOMBIH. Jlyuiie yTouHu
y Hero, oTmnpasisul au oH Tedbe mx. Cetm WI-FI Wi-Fi - 3to He BHI nepenaun
JIAHHBIX, HE TEXHOJIOTUS, a BCero Jullb OpeHa, Mapka. Eme B 1991 romy
HUJEpJaH/CKass KomnaHusi 3apeructpupoBaia openn "WECA", uto o6o3Hayano
cinoBocoueranue "Wireless Fidelity", koTopslii nmepeBoguTcs kak "OecrnpoBoaHAs
TOYHOCTR". J[0 HAIEro BPEMEHU JOULIa Apyras abOpeBuarypa, KOTopas ABJISETCS
TaKoM e TexHoJoruen. 1o abobpesuarypa "Wi-Fi". Takoe HazBaHMe ObLIO JaHO C
HAMEKOM Ha CTaHIapT BbIclIeld 3BykoBoil TexHuku Hi-Fi, uyto B mepeBoxe
O3HauaeT "BhICOKAast TOUHOCTH'". Ja, OeCruiaTHBIM MHTEPHET-0CTYI B Kade, OTeNsIX
U a’poropTax SBISETCS OTIMYHOM BO3MOYKHOCTBIO BBIXOAAa B HHTEepHET. Ho
MHOTHE JKCIEPThl CUYUTAIOT, 4TO obmenocrynHele Wi-Fi cetu He sABisOTCA
0€30MaCHBIMH.

CoBersbl 110 0€30IMACHOCTH PA00OTHI B 001eIOCTYIHBIX ceTsax Wi-fi:

1. He nepenanaii cBoro JinuHyr0 nHPopMaiuio yepes obdmenoctynusie Wi-Fi ceru.
PaGoTas B HUX, KellaTeIbHO HE BBOJIUTH MAPOJU JOCTYIIA, JOTHHBI M KaKHE-TO
HOMeEpa;

2. Ucnionp3yit 1 0OHOBISI aHTUBUPYCHBIE ITpOrpaMMel B Opanamayep. Tem cambiM
Thl 00€30MacuiIb cedsl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanun Wi-Fi oTkmoun @ynkuuio "OOummii noctyn K (aitnam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPbIE
MOJIH30BaTENIM AKTUBUPYIOT €€ JJIs1 YJI00CTBA UCIIOIB30BaHUs B padoTe Uiu yueoe;

4. He ucnone3yit nyonuunsiidi WI-FI nia nepenauu JTUYHBIX aHHBIX, HAIpUMEP
JUISL BBIXO/ZIA B COLIMAJIBHBIE CETH WM B DJIEKTPOHHYIO MTOYTY;

5. Ucnonb3yi Tonbko 3ammiieHHoe coeaqunenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope Bebapeca BBOAU UMeHHO "https://";

6. B wmoOwieHOM Tenedone otkimoun ¢yHknuoo "Tlonkmouenue k  Wi-Fi
apTroMarnuecku'. He momyckail aBTOMAaTHMYECKOTO IMOJKIKOYEHUS YCTPOMCTBA K
cersM Wi-Fi 0e3 tBoero coryacus. ConmanbHbie ceTr ColMaJbHBIC CETH aKTHBHO
BXOJISIT B HANly *XWU3Hb, MHOTHE JIFOAW Pa0OTAOT M >KUBYT TaM MOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH MWIIHApP] UEIOBEK, YTO SBISETCA OJHOMN
ceIbMOM BCEX KHUTEJICH IUIaHEThl. MHOrMe MOJb30BAaTEId HE MNOHUMAIOT, YTO
nHpopMarusi, pa3MelleHHas: MU B COITMAIBHBIX CETSIX, MOXKET ObITh HaliJIeHa U
WCIIOJB30BaHA KEM YTroJHO, B TOM 4YHCJIE€ He o00s3arelbHO C OJarumu
HAMEPECHUSIMH.



OcCHOBHBIE COBETHI 10 0€30IMACHOCTH B COLMAIBHBIX CETAX:

1. Orpanudb cMCOK JApy3ei. Y TeOs B ApYy3biX HE JOHKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3anmmiail cBOIO 4acTHYIO ku3Hb. He ykasbiBail maposu, TenedoHsl, aapeca,
ATy TBOETO POXKACHUS WU APYTIYI0 JUYHYIO HH(OpMaIuio. 3I0yMBIIUICHHUKA
MOTYT HCIIOJIB30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl W TBOU POJUTEITH
IJIaHUPYETE IPOBECTU KAaHUKYIIBL;

3. 3amuiai CBOIO penmyTalyio - JACPKH €€ B YHMCTOTE M 3ajaBail cebe BOIPOC:
xoTenl OBl Thl, YTOOBI APYTHE IMOJH30BATEIN BHJEIH, UYTO ThI 3arpy’kKaeiib?
[Toxymaii, mpeskie 4eM 4To-TO OIyOJIMKOBaTh, HAITMCATh U 3arPy3UTh;

4. Ecmm TBI TOBOpHIIB C JIOJBMM, KOTOPBIX HE 3HAClIb, HE HCIIOJIB3YH CBOE
peanbHOE UM U IPYTyI0 JUYHYIO MH(OpPMALUU: UMsI, MECTO >KHTEJIbCTBA, MECTO
y4eObl U Ipoyee;

5. Uz0beraii pasmemienusi ¢dororpaduit B MHTEepHeTe, rle Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu perucTtpamnyu B COIMAIBLHON CETHU HEOOXOAUMO HCIOJIB30BaTh CIIOMKHBIC
MapoJIu, COCTOSIINE U3 OYKB U ITUGP U C KOJIUYECTBOM 3HAKOB HE MEHEe §;

7. dns conumanbHOW CETH, MOYTHI U APYTUX CAaWTOB HEOOXOAMMO HMCIOJIb30BaTh
pasHele maposid. Torma eciau TeOs B3JIOMAlOT, TO 3JIOYMBIIIIEHHMKH IOJIy4ar
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJICKTPOHHbIE TeHbLI'H

DJIEKTPOHHBIE JIEHbIM - 3TO OYEHb YJOOHBIN CMOCOO IJIaTeXeH, OTHAKO

CYILLIECTBYIOT MOIICHHUKH, KOTOPBIE XOTSAT MOJYYUTh 3TH JEHBI'H. DIIEKTPOHHBIE
JEHbI'M TMOSBWJIMCh COBCEM HEJAaBHO M HMMEHHO H3-32 3TOr0 BO MHOTHX
rocyJapcTBax 0 CUX MOp HE MPOMKMCAHO MPO HUX B 3akoHaX. B Poccum xe oHu
(GYHKIMOHUPYIOT MU O HUX YK€ NPOINKCAHO B 3aKOHE, /€ MX pasJeisioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Hua B TOM, 4TO AHOHUMHBIE
- 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOJAWUTH Olepanuu 0e3 UIACHTU(PUKAIIH
MOJIb30BaTENsl, @ B HE AHOHMMHBIX WACHTU(UKALMS TMOJIb30BATENS SIBISIETCS
oOs3aTenbHOU. Takxke cieayer pa3nuvarh 3IEKTPOHHbIE (PUATHBIE JEHBI'M (PaBHBI
rOCyJapCTBEHHBbIM BaJIOTaM) W 3JEKTPOHHbIE HE (hUATHBIE ACHBIM (HE pPABHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI IO 0€30IMACHOU padOTE C DIEKTPOHHBIMU JEHbIAMU:




1. IlpuBspku K cueTy MOOWJIbHBINA TenedoH. DTO caMblii yIOOHBIH M OBICTPHIN
croco® BOCCTaHOBUTH JOCTYyH K cuery. [IpuBsi3aHHBIN TenedoH MOMOXKET, eciu
3a0yJelib CBOM IUIATEXKHBIM MMaposib WM 3aifielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yid onHOpa3oBble mnaposu. llocme mnepexoma Ha yCHIEHHYIO
aBTOpHU3aLMI0 TeOe yke He OyJeT YrpoKaThb ONACHOCTh KpakH WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BoiGepu cnoxusiii mapoib. [IpectymHukam OyaeT He MOpPOCTO Yraaarthb
CJIOKHBIN naposb. Hanexnsie maponu - 370 napojau, KOTOPBIE COAEPKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ce0s CTPOUYHbIE M IPOINUCHBIE OYKBBI, LU(DPBH U
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, GyHTa, BOCKIUIATENbHbIN 3HaK U
t.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIE JJAHHBIC HA CAUTAaX, KOTOPBIM HE JOBEPSIENIb.

DJICKTPOHHAS MOUYTA

JJIEKTPOHHASI I0YTAa - 3TO TEXHOJOTHUSA U MpCaoCTaBLICMBIC CHO YCIYIU I10

NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paCIpeaeaioTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM TOYTOBBIA SAIIUK BBITJISAUT
CJIEYIOIIKUM 00pa30oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMe nepeiadu
MIPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh MIEpeiaBaTh (pailiibl.

OCHOBHBIE COBETHI 10 0€30IMaCHOU PAd0TE C DIEKTPOHHOU MOYTOM:

1. Hayio BbIOpaTh npaBUIIbHBIN MMOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIUIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydlle JOBEPSATh TEM, KOTO
3HAEIIb U KTO NEPBBIM B PEUTHHIE;

2. He yka3piBail B JMYHOM mouTe JW4YHYIO0 WMH(popmaruto. Hampumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Mcnonp3yil ABYXATAlHYK aBTOPU3ALMIO. ITO KOTJIa IOMUMO MAPOJIs HY>KHO
BBOAUTH KOJ, IPUChUIaeMbIid 10 SMS;

4. BpiObepu CIIOXKHBIN Taposib. s KaKI0ro MOYTOBOTO SITUKA JOJKEH OBIThH
CBOW HAJEKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJIib;

5. Eciu ecTh BO3MOXKHOCTB HAallMCaTh CAMOMY CBOW JIMYHBIN BOIIPOC, UCTIOJIb3YH
ATy BO3MOYKHOCTb;



6. cnonb3yil HECKOJBKO MOUYTOBBIX SAIIUKOB. [1epBhIil 1J1s1 YaCTHOM MEPENUCKU
C aJpecaTtamMH, KOTOPBIM Thl JOBEpsSiClIb. IJTO 3JIEKTPOHHBIA aJpec HE HaJIo
UCITI0JIb30BaTh NIPU PErUCTpaliui Ha (opyMax u cailTax;

7. He otkpeiBail ¢aitnbel U apyrue BIOKEHHS B MHCbMax, JaKe €CIU OHH
NPUILUIA OT TBOMX Apy3ell. Jlydille yTouHH y HUX, OTIPABISIIM JIM OHH TeOE ITH
(baiisr;

8. Ilocne okoHYaHUsl pabOTHI HA TOYTOBOM CEPBHCE NEPE] 3aKPHITUEM BKIIAIKU
c caitom He 3a0yap Haxarh Ha "Beritu". KuOGepOymnuHr winm BUpPTyallbHOE
u3zeBarenbcTBo KubepOyumHr - mpecieoBaHie COOOIIEHUSIMH, COAEP KaALUMU
OCKOpOJIeHMs, arpeccuio, 3aIyTUBAHUE; XYJIUTaHCTBO; coLMaIbHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 0 00pKOE ¢ KNOEPOYUIMHTOM:

1. He Opocaiics B 60if. Jlyummii coco0: mocoBETOBaThCA Kak ceOsl BECTU W,
€clii HeT TOro, K KOMy MOXXHO OOpaTHThCS, TO BHadalle YCIOKOUThCA. Ecimu ThI
HAYHEIIb OTBEYaThb OCKOPOJEHMSIMHM Ha OCKOPOJIEHUS, TO TOJBKO elle Ooblie
pa30AOKeIb KOH(IIHKT;

2. Ynpapnsii cBoel kubepperyTauuei;

3. AHOHUMHOCTb B ceTd MHUMasl. CyIlIECTBYIOT CIIOCOOBI BBIACHUTb, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJWraHCKHM 00pa3 BUPTYaJbHOM Xu3HU. WHTEpHET
(buKcUpyeT Bce TBOM JEUCTBHS M COXpAHSET UX. YJaIUTh UX OyJeT KpaiiHe
3aTPYIHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii egunuuHbli HeratuB. (OJHOpPa30BbIE  OCKOPOUTENbHbBIC
coOOIleHUsI Jyule urHopupoBaTb. OOBIYHO arpeccus MpeKpalaercs Ha
HayvaJIbHOM CTauM;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHUSMH, B
COITMATILHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OTpPEETICHHBIX a/IPECOB;

8. Ecnu TbI cBUAETENH KNOSPOYIUIHHTA.

TBoM aelcTBUSA: BBICTYIIUTh ITPOTUB MPECIIECIOBATEINS, TOKAa3aTh €My, YTO €0

JEWCTBUSL OLICHUBAIOTCA HEraTUBHO, NOAJEPXKATh KEPTBY, KOTOPOM HYy>KHA



IICUXOJOTHYECKasd IIOMOIIb, COO6IHI/ITB B3pOCJIBIM O (baKTe arp€CCUBHOI'O
IIOBCIACHHUA B CCTH.

MoOuabHBIN TeJIehoH

CoBpeMmeHHbIE cMapT(OHBI U TUIAHIIETHI COJEpPkKaT B ceOE BIIOJHE B3POCIHbBIN
GyHKIIMOHAT, W TEemepb OHUM MOTYT KOHKYPHPOBAaTh CO CTAaIllMOHAPHBIMHU
KoMmmnbioTepamMu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecTMpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOJUT HE Tak
uHTeHCUBHO, Kak mia [IK, To ke camoe kacaeTcss U MOOWMIIBHBIX MPUIIOKEHUH.
CoBpeMeHHBIE MOOWIBHBIC Opay3ephl YK€ TPAKTUYECKH JOTHAIA HACTOJBHBIC
aHaJOTH, OJHAKO paclIMpeHHe (QYHKIMOHAIAa BJIEUYeT 3a COOOM OOBIIYIO
CJIOXKHOCTh M MEHBIIYK 3alllMIICHHOCTh. JlaJeko HE BCE MNPOU3BOIUTEIHN
BBIITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTHUYCCKHE YSA3BUMOCTH JJISI CBOMX
YCTPOMCTB.

OCHOBHBIE COBETHI LI 0€30MAaCHOCTH MOOWJILHOro tejedona: Huyero He
SBJISIETCS TI0-HACTOAIIEMY OecIUlaTHBIM. byab ocCTOpokeH, Beab Korja Tebe

npeuiararoT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKHE-TO TIaTHBIC
ycayru; Hymait, npexiae uyem otnpaButb SMS, dorto wiu Bujpeo. Tel TOYHO
3Haelllb, I7I€ OHU OYIyT B KOHEUHOM UTOTE?

HeoO6xonmumMo OOHOBIATH OMEPAIMOHHYIO CHCTEMY TBOEro cMapT(doHa;
Hcrnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJ11 MOOWIJIBHBIX TeJIe(POHOB;

He 3arpyxaii npuiioXeHuss OT HEU3BECTHOTO HUCTOYHMKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

[Tocne Toro kak Thl BBIMJEHIb C CaidTa, TI€ BBOAWI JUYHYIO HH(POPMALHUIO,
3aiiIi B HACTPOUKHU Opay3epa u ynainu cookies;

[lepnonuueckn npoBepsii, KaKue IUIATHBIE YCIYT'M aKTUBHPOBAHBI HA TBOEM
HoMmepe; JlaBail cBOl HOMEp MOOMJIBHOTO Telle(pOHa TONBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JOBEpSCIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE TIoJib3yenibes. He 3a0biBaii
WHOTJIa MPOBEPSTH ITO.

Online urpui

COBpeMeHHI)Ie OHHaﬁH-HrDbI - OTO KPaCO4YHBIC, 3aXBATBIBAIOIINC PA3BJICUCHUA,

OOBEIUHAIOIINE COTHU THICAY YEJOBEK MO BceMy Mupy. WUrpoku uccienyror
JAHHBIM UM MUp, OOLIAIOTCA JIPYT C JPYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCS C
MOHCTPaMH M TOJYyYarOT ONBIT. 32 YAOBOJBCTBUE OHH IUIATAT: MOKYIAKOT IHCK,



OIJIaYMBAOT a0OHEMEHT WM MPHOOpEeTaroT Kakue-To onuuu. Bece 3tu cpencrsa
UAyT Ha TOJJEpXKaHHE WM pa3BUTHE WUIPHI, a TakKe Ha caMmy O€30MacHOCTE:
COBEPULICHCTBYIOTCS CUCTEMBl ABTOPHU3aLlMM, BBIIYCKAIOTCS HOBBIE IIATYU
(undpoBbie 3amIaTKA AJiA MPOrpaMM), 3aKPBIBAIOTCS YS3BUMOCTU cepBepoB. B
NOJIOOHBIX UTPaX CTOUT OIAcaThCsl HE CTOJBKO CBOMX COIEPHUKOB, CKOJIBKO KPAaXKU
TBOETO MapoJIsl, HAa KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALNN OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30IIACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Ecnu npyroit urpok BemeT cels TUIOXO WM CO3JaeT Tebe HENmPHUSATHOCTH,
3a0JIOKUPYH €0 B CIIMCKE UTPOKOB;

2. Toxamy¥icss aAMAHUCTpPATOpaM WIPHlI HA IUIOXOE IMOBEAEHUE 3TOTO WUIPOKA,
JKEJIATEJIbHO IIPUIIOKUTH KaKUe-TO T0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii tuuHyto nHpopMaiuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mcrionp3yil CJ0KHBIE U Pa3HbIE APOJIH;

7. JJaxxe BO BpEMsl MUIPbl HE CTOUT OTKIIOYATh aHTUBUPYC. [loka Tl WUrpaeiip,
TBOM KOMIBIOTEP MOTYT 3apa3UTh.

@OUINMHT WA KPAXKa JHYHbIX JJAHHBIX

OOBIYHOI KpaXeil AeHer U IOKYMEHTOB CETO/IHS YK€ HUKOTO HE yIHUBHIIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJIEHHUKHA NEPEMECTUIIMCh B UHTEPHET,
U MPOAOJKAIOT 3aHUMAThCs "MoOUMBIM" neoM. Tak mosiBHIIaCh HOBasi yrposa:
MHTEPHET-MOLICHHUYECTBA WM (DUILMHT, IJaBHas L€Jb KOTOPOrO COCTOUT B
NOJyYeHUU KOH(PHUACHUUATbHBIX JAHHBIX MOJb30BaTENEH - JOTMHOB U MapOJIEH.
Ha anrmmiickom si3pike phishing umtaercs kak ¢ummHr (ot fishing - pniOHas
JIOBJIs, password - TapoJib).

OcHOBHBIE COBETHI 110 00pLOe ¢ hUIMHTOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciu ThI TOA03peBaciib, 9TO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKHPOBATh €€ M COOOMIUTH aJMUHHUCTPATOpaM
pecypca 00 3TOM KakK MOKHO CKOpee;

2. Wcnonb3yit 6e3omacHbie BeO-CaiThl, B TOM YHCJIE, MHTEPHET-Mara3uHoB
MTOMCKOBBIX CHCTEM;



3. Hcnonw3yil cioxHble U paszHble napoiau. Takum oOpa3zoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JIOCTyI TOJIBKO K OJIHOMY TBOEMY
npoQuIIIo B CETH, a HE KO BCEM;

4. Ecnu Te0s B3710MaiH, TO HEOOXOAUMO MPEAYIPETUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J00aBICHBI Y TeOS B JPY3bsIX, O TOM, 4TO T€OS B3JIOMAaJU M, BOZMOXHO,
OT TBOETO UMEHHU Oy/IeT pacchUIaThCs CIIaM U CChUIKU Ha (PUITMHIOBBIE CAlTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN Tene(OH;
6. OTKIII0YM COXpaHEHUE Maposis B Opaysepe;

7. He otkpeiBaii ¢aiabl U Apyrue BJIOKEHHS B IMHChbMax, JaXe €CIM OHU
OPUIILIA OT TBOWX JApy3el. Jlydilie yTouHH y HUX, OTIPABISUIM JIM OHH TeOe ITH
Gbab.

HudpoBas penyranus

IludpoBasi penyranus - 3TO HETaTUBHAS WJIHM IMO3UTHUBHAS I/IH(i)OpMa]_II/I}I B CCTU
o Tebe. KOMHpOMeTprIOHIa}I HH(i)OpMaIII/ISI, pasMCIICHHAaA B HHTCPHETC, MOXKCT

CEpPBhE3HBIM 00Pa30M OTPA3UTHCS HAa TBOEH peasibHOU KU3HHU.

"Hudposas pemyrtauus" - 3TO TBOM UMUK, KOTOpbIM (opmupyercsa wus
uHpopMaluu o Tebe B HHTepHETe. TBOE MECTO KHUTENbCTBA, Y4eObl, TBOE
(bUHAHCOBOE TOJIOXKEHHE, OCOOCHHOCTH XapaKTepa M paccKa3bl O OJM3KUX - BCE
ATO HAKAIUIMBAETCA B CE€TU. MHOTHME MOAPOCTKH JIETKOMBICIIEHHO OTHOCATCS K
nyonukanuu Ju4HOoM uH@opManmu B MHTepHeTe, HE MOHUMAs BO3MOXXHBIX
nociuencTBuid. Thl Jaxe He CMOXKeEUIb J0ragaTbCsi O ToM, 4yTo oTorpadus,
pa3MelneHHast 5 JeT Hazajl, cTajia MPUYMHOW OTKa3a MPUHSITH TeOs Ha padoTy.
Kommenrtapuu, pasmemienue TBoux ¢oTorpaduit u Apyrue ACHUCTBUS MOTYT HE
MCUYE3HYTh JAXKE MOCIE TOro, KaKk Thl UX YJaJUIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty HH(OpMaIHIO, IToNaia JIM OHAa B IOUCKOBBIE CUCTEMBI M COXPAHMUJIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€O€ OKPYKAIOIIME JIFOAH, KOTOPhIE HAUIYT U yBUIAT
sT0. Haiitn uHpoOpMalnio MHOTO JET CIyCTS CMOXKET JH00HM - Kak U3 J0OphIX
NOOYXXJIEHUM, TaK M C HaMEpPEHUEM NPUYUHUTH Bpel. ITO MOXET OBbITh KTO
YTOJHO.

OcHOBHbBIE COBETHI 110 3a1UTE HUPPOBOM peNyTALUH.

1. Ilonymaii, mpexzae 4em 4TO-TO MyOJMKOBATh M IepeaaBaTh y ceOs B Oiore
WA B COIMATIBHOM CETH;

2. B mnHactpoiikax mnpoduias yCTaHOBH OTPAaHUYCHHS Ha MPOCMOTP TBOETO
pouIIS U €ro COACPIKUMOTO, CACNIal €ro TOJBKO "/uist py3eit';



3. He pasmemaii u He ykasbBail MHQOpMAIMIO, KOTOpas MOXXET KOro-jnbo
OCKOPOJIATH UJIH OOMKATh.

ABTOpPCKOE NIPaBO

CoBpeMEHHbIE  MOAPOCTKM -  aKTHBHBIE  TOJb30BaTENM  LIUPPOBOroO
npoctpaicTBa. OAHAKO JAleKO HE BCE 3HAIOT, YTO I0JIb30BAHUE MHOTMMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmiofeHuss TMmpaB  Ha
VMHTEJUIEKTYJIbHY0 COOCTBEHHOCTh. TepMHH "HHTEIJIEKTyanbHasi COOCTBEHHOCTD"
OTHOCHUTCS K pPa3jMYHbIM TBOPEHHUSM 4YEJIIOBEYECKOTO0 yMa, HayMHas C HOBBIX
U300peTeHM 1 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U
3aKaH4MBasg KHUramu, ¢ortorpadusMy, KUHOQWIBMAMH U  MY3bIKaJIbHBIMU
IpOU3BENECHUAMU. ABTOpPCKHME TpaBa - 3TO MpaBa Ha HHTEUIEKTYalbHYIO

COOCTBEHHOCTh Ha IPOU3BEJEHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA.

ABTOpCKHME IIpaBa BBICTyHAlOT B  KadyeCTBE TapaHTUM  TOrO, YTO
MHTEJJICKTYaJIbHBIA/TBOPUECKUI TPyl aBTOpa He OyJeT HampacHbIM, JacT €My
CIpaBeIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yIbTaTax CBOETO TPYJIa, HOIYUUTh
U3BECTHOCTh W Tnpu3HaHue. Hukro 0e3 paspemieHuss aBTOpa HE MOXKET
BOCITPOU3BOMTD ero IIPOU3BEACHHE, pacnpoCTpaHsTh, myOJINYHO
J€EMOHCTPUPOBATh, MPOAAaBaTh, UMIOPTUPOBATH, MyCKaTh B MPOKAT, IyOJIUYHO
UCIIOJIHATh, I0Ka3bIBaTh/UCIONHATE B 3(Qupe wiu pazMmemars B HHTepHere.
Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreueHusi MOXKET MPUBECTU K
MHOTUM pPHUCKaM: OT IOTEPH JTaHHBIX K TBOMM aKKayHTaMm JI0 OJOKHPOBKU TBOETO
YCTpOMCTBA, TJ€ YCTAaHOBJIIEHA HeleraiapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYILIECTBYIOT JIETalibHble M O€CIIaTHbIE MPOTrpamMMbl, KOTOpbIE
MO>XHO HaiTu B ceTd. O noprasne CereBUUOK.pd - TBOM IIaBHBIM COBETUMK B CETH.
3nech Thl MOKEUIb y3HAaThb O O€30MACHOCTHM B CETH MOHSATHBIM U JOCTYIHBIM
S3BIKOM, @ TIPU BO3HUKHOBEHHHM KPUTHYECKON CUTyallMH OOPaTUTHCS 32 COBETOM.
A TakKe NpPUHATH Y4yaCTHE B KOHKypcax M CTaTh CaMbIM LHU(POBBIM
Ipak1aHUHOM!



IMAMSATKA 1JIS1 POJUTEJIEM Ob UTHO®OPMAIIMOHHON
BE3OINACHOCTH JIETEN

Omnpenenenue TepmuHa "MHGOpMaIMOHHAs 0€30MacHOCTD JIeTel" COEePKUTCS B
®enepanbHom 3akoHe N  436-O3 "O 3ammre npereid oT uHpOpMaIuy,
NPUYUHSIONIEH BpeJ MX 3I0POBBIO M PA3BUTUIO", PErYJIUPYIOLUIMM OTHOIICHUS,
CBSI3aHHBIC C 3aITUTON JETeH OT MH(POPMAIUU, TPUUNHSIONICH BPE UX 3J0POBBIO
u (wm) pazputnio. CorjiacHO TaHHOMY 3aKOHY "HMH(pOpMalMOHHAas 0€30MacHOCTh
JeTerd’" - 3TO COCTOSIHME 3allUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PHCK,
CBS3aHHBIM C MpUYMHEHHWEM HHpOpMalued Bpena HUX 3J0pOBbIO U (UJIN)
bu3znuecKkoMy, MCUXUYECKOMY, TyXOBHOMY, HPaBCTBEHHOMY pa3BUTHIO. B cuiy
®epnepanbHOro 3akoHa N 436-D3 undopMmaiveit, TpUIUHAIONIEH Bpel 340POBbIO
U (WJIK1) Pa3BUTHIO I€TEH, SBIIACTCA:

1. nuadopmarnus, 3anpenieHHas ajig pacpoCTpaHEHUs Cpein JeTeH;

2. wuHpopMalus, pacnpoCTpaHEHHE KOTOPOM OrpaHMYEHO Cpeau JeTeil
OIPEJEICHHBIX BO3PACTHBIX KATETOPHUH.

3. K wunbopmammu, 3anpemeHHON Uil pacrnpoCTpaHEHUs Cpenu JIEeTeH,
OTHOCHTCSI:

4. undopmanms, mnoOyxknawoomas JeTe K COBEpIICHHIO JIeHCTBUH,
IPEJCTaBISIIOIIMX YTPO3Y UX KU3HU U (WIJIM) 30POBBIO, B T.4. IPUUMHEHUIO Bpea
CBOEMY 37I0POBBIO, CAMOYOUICTBY;

5. CHoCOOHOCTh BBI3BATH Yy JETEH JKeNaHWe YMOTPeOUTh HAPKOTUUYECKUE
CpEICTBa, TMCHUXOTPONHBIE W (WJIM) OJypPMaHUBAIOIIUE BEIIECTBA, TabayHbIC
M3EIUs, AJKOTOJIbHYI0 M CHUPTOCOACPXKAILYI0 MNPOAYKLHIO, MUBO W HAIMWTKH,
M3rOTABIIMBAEMbIE HAa €ro OCHOBE; IMPUHATH YYacTHE B a3apTHBIX UIpax,
3aHUMATHCS IPOCTUTYITNEH, OPOISKHUYECTBOM WIIH MOMPOIIAHHUYECTBOM;

6. 00OCHOBBIBAIOIIASl WJIM OIMpaBJIbIBAIOIIAsl JOMYCTUMOCTh HACWJIUS U (WJIM)
YKECTOKOCTH JIMOO MOOYykKAaroiias OCYIIECTBIISITh HACUJIbCTBEHHbBIC JIEUCTBUS TIO
OTHOILIEHUIO K JIOASM U JKUBOTHBIM;

7. oTpuUarollas CeMEHHble IEHHOCTH W (QOpMHUPYIOUIAs HEYBAKEHUE K
poAUTENSIM U (WJIM) IPYTUM YJIEHAM CEMBH;

8. onpaBbIBAOIIAs IPOTUBONPABHOE MTOBEACHUE;
9. comepxaiias HELIEH3YPHYIO OpaHb;

10. coaepkaiast uHGOpMaIMio TOpHOrpadhUIECKOTo XapaKTepa.



K wuHdopmanuu, pacrnpocTpaHeHHe KOTOpPOM OrpaHUYEHO Cpenu JAeTe
OTPEJICTICHHOTO BO3PACTa, OTHOCUTCS:

I. I/IH(i)OpMaHI/ISI, npcacraBsicMass B BHIC H306pa}KeHI/IH HJIN OIIMCaHUuA
KCCTOKOCTH, (1)PI3H‘-ICCKOFO u (I/IJ'II/I) IMCUXUYCCKOI'0 HaCWJIWA, IMPCCTYIUICHUA WJIN
HHOT'O aHTHO6HleCTBeHHOFO I[GﬁCTBHH;

2. BBI3BIBAIONIAS y JIETCH CTpax, y»Kac WM IMAaHWKY, B T.4. IIpeJCTaBjscMas B
BUJIC M300paXEHUS WM ONHCAHHS B YHIDKAIOIICH YeJIOBEYECKOE JOCTOMHCTBO
dbopMe HEHACHIHLCTBEHHON CMepTH, 3a00JeBaHUs, CAMOYyOHWICTBA, HECYACTHOTO
Cllydasi, aBapuH WK KaTacTpodbl U (MIIK) UX MOCIIESICTBUN;

3. mpencrasisieMasl B BUAE M300paKEHUSI UM OMUCAHUS TTOJIOBBIX OTHOIICHUMN
MEXKYy MY>KUMHOMN Y KEHILUHOM;

4. coneprkaiias OpaHHbIE CIIOBA U BBIPAXKEHUS, HE OTHOCAILMECA K HELEH3YPHOM
Opanu. C yderoMm 3toro Bam mpennararorcs npasuiia paboTel B cetd MHTEpHET
JUISL Pa3IMYHBIX BO3PACTHBIX KATEropui, COOJIIOJEHUE KOTOPBIX I03BOJIUT
obecnieunTh HHOOPMALIMOHHYIO O€30MaCHOCTh BaIlIUX JIETEH.

Oo0nme NpaBuJIa JUIss POAUTEIECH

1. HezaBucumo oT Bo3pacTta pedeHKa UCHOJIb3yiTe MPOrpaMMHOE 00ecIieueHue,
nomMoratroiee (GUIbTPOBATh U KOHTPOJIUPOBATh MH(OPMAIIHIO, HO HE TOoJaraiTech
MOJIHOCTBIO Ha HEero. Baille BHUMaHKe K PeOCHKY - TJIaBHBIM METO/1 3aIIUTHI.

2. Ecnn Bam peOeHOK MMeeT akKayHT Ha OJHOM W3 COLMAIbHBIX CEPBHCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTEIBHO U3YYUTE, KAKYIO
uH(OPMAITUIO TTOMENIAIOT €r0 YYaCTHUKU B CBOMX MPOQIISX U Oiorax, BKIHOYAs
dboTtorpaduu u BUIELO.

3. IIpoBepbTe, C KAKUMU JPYTMMH CaliTaMU CBSI3aH COLMAIbHBIN cepBUc Bamero
pebenka. Ctpannuku Barmero pebenka MoryT ObITh 0€30MacHBIMH, HO MOTYT U
coJiep KaTh CCHUIKM Ha HEXKeNaTeIbHbIC M OTIaCHBIC CANTHI (HarpuMep, MOPHOCANT,
WIM CalT, Ha KOTOPOM JIpyT YIIOMUHAeT HOMEp coToBoro TeiedoHa Bamrero
pebenka wiu Barm nomarnHuii aapec)

4. Tloompsiite Bammx nereir cooOmarte 000 BCEM CTPAaHHOM WM
OTTAJIKUBAIOLIEM U HE CIUIIKOM OCTPO pearupynre, Korja OHU 3TO JenaroT (u3-3a
OMACeHHs] TOTepATh AOCTyHn K VHTepHeTy 1eTh He TOBOPAT POIUTENSIM O
npo0iemax, a Takke MOTYT HauaTh MCIOJIb30BaTh IHTEPHET BHE JOMA U IIKOJIbI).
5. byaeTe B Kypce cereBoi xu3Hu Bamero pebenka. MHTepecyiitech, KTO UX
npy3bsi B UHTEpHET Tak ke, KaKk UHTEPECYETECh PEATIbHBIMU JIPY3bSIMH.



Bo3pact ot 7 10 8 Jer.

B UnTepHeTe peOeHOK cTapaeTcs MOCETUTh T€ WM MHBIE CaThl, @ BO3MOXHO U
YaThl, pa3pelieHUe Ha MOCEIIEHUE KOTOPBIX OH HE MOJydusd Obl OT POJUTEINIEH.
[ToaTromy poauTensM OCOOEHHO TIOJIE3HBI OYyAyT TE€ OTYeThl, KOTOpPbIE
NPENOCTABISIOTCS MPOrpaMMaMH [0 OIPAHMYEHUIO HMCNOJIb30BaHMs MHTepHeTa,
T.€. PoIuTENnbCKUII KOHTPOJIb WM TO, YTO BBl CMOXETE YBHUJIETh BO BPEMEHHBIX
¢aitnax. B pesynbprate, y peOeHka He OyJeT OILIyIIEHUs, YTO 32 HUM BEIETCS
IOCTOSIHHBIA KOHTPOJb, OJHAKO, POAMTENN OYyIyT IMO-TPEKHEMY 3HATh, KaKHe
caiiTel mocemaer ux peOeHok. JleTh B JaHHOM Bo3pacTe 00JaJat0T CHIIBHBIM
YyBCTBOM CEMbH, OHU JIOBEPUUBBI U HE COMHEBAIOTCS B aBTOpUTeTax. OHU JIIOOAT
UrpaTb B CETEBbIE UIPbl MW IMyTemiecTBoBaTh M0 MHTepHETy, uHCHIONb3ys
AJNIEKTPOHHYIO TMOYTY, 3aXOJWTh Ha CaWThl M 4YaTbl, HE PEKOMEHJIOBAaHHBIE
POIUTEISAMH.

CoserTsl 110 0e30macHoCcTh B cetr MHTEpHET U1 nerer 7 - 8 ner

1. Co3nmaiiTe CUCOK AOMAIIHMX MPaBUJ MocelleHus VIHTepHeTa pyu y4acTUH
neTel U TpeOyMTe ero BBIMOTHEHHUS.

2. TpeOyiite ot Bamiero pedenka coOI0IeHNS BPEMEHHBIX HOPM HAXOXKJICHHUS
3a komnbroTepoM. [lokaxure pebeHky, uro Bbl HaOm0gaeTe 32 HUM HE MOTOMY
yTto Bam 3T0 xouercs, a motomy uTo BbI OecriokouTech 0 ero 0€30macHOCTU U
BCET/la TOTOBBI €My TTOMOYb.

3. Komnretotep ¢ nmoaxitoueHreM K MHTepHETY MOKEH HaXOJIUThCS B OOIIen
KOMHATE MOJi MPUCMOTPOM POIAUTEIICH.

4, HCHOJ’II)SYIZTC CIiICcOuaJIbHBIC ACTCKHUC IIOMCKOBBIC MAaIllMHEI.

5. Hcnonw3yiite cpeacTtBa OJIOKMPOBAHUS HEXEJATEILHOIO KOHTEHTA Kak
JIOTIOJTHEHHE K CTaHJIApTHOMY PoauTenbCKOMY KOHTPOJTIO.

6. CoznaiiTe CeMEHHBIN JICKTPOHHBINA SAITUK, YTOOBI HE TTO3BOJIUTH ACTSAM HMETH
coOCTBEHHBIE ajipeca.

7. BrokupyiWTe mOCTym K caiiTaM ¢ OeCIUIaTHBIMH IOYTOBBIMHU SIIIIUKAMHU C
MOMOILbIO COOTBETCTBYIOIIETO MPOrPaMMHOTO 00€CIIeYEHUSI.

8. [lpuyunte neteit coBetoBaThesi ¢ Bamu mepen omyOIMKoBaHUEM KaKOW-TTHOO
uH(OpMAITUU CPEICTBAMH AJIEKTPOHHOM MOYTHI, YaTOB, PETUCTPAIMOHHBIX (HOPM U
npoduIen.



9. HayuuTte nerel He 3arpy»kath (hailsibl, MporpaMMbl HJIM MY3bIKy 0€3 Ballero
corjacusi.

10. He paspemaiite ACTAM HCIIONB30BaTh CIy>KObI MIHOBCHHOTO OOMEHA
COOOIIECHUSAMU.

11. B "Genpiif" cnucok calToB, pa3pelIeHHBIX JJIs MOCEIICHHUS, BHOCUTE TOJIbKO
CalThI C XOPOIIEH pEeIyTalUEH.

12. He 3a0niBaiiTe 6eceqoBaTh ¢ JeTbMH 00 WX JIpy3bsiX B MIHTepHETE, Kak eciu
OBl peub 1A O JPY3bIX B peabHON KU3HHU.

13. He nmemaiite "ta®y" u3 BOMPOCOB MOJIOBOM JKWU3HHU, Tak Kak B MHTepHeTe
JI€TU MOTYT JIETKO HATKHYTHCS HA OPHOTIPa(UIO WM CAUTHI "[IJIs1 B3POCIbIX .

14. Ilpuyuute Baiero pebenka cooOaTh BaM 0 JIFOOBIX YIpo3ax WU TPEeBOrax,
cBs3aHHbIX ¢ MHTepHeTOM. OcTaBailTeCh CHOKOMHBIMUA M HANIOMHUTE JIETSIM, YTO
OHHM B 0€30IIaCHOCTH, €CJIM CaMHU paccKa3ald BaM O CBOMX TpeBorax. [loxsamure
WX U MIOCOBETYUTE MOJOUTH €1lle Pa3 B MOJOOHBIX CITydasix.

Bo3pact nereit ot 9 10 12 Jjer

B manHOM BO3pacTe aeTH, Kak NpPaBWiIO, YK€ HACJbIIIAHbI O TOM, Kakas
nHpopmanus cymectpyeT B UHTepHeTe. COBEPIICHHO HOPMaIbHO, YTO OHU XOTST
3TO YBUAETh, MPOYECTh, YCIbIIATh. [I[py 3TOM HYHO MOMHHUTH, YTO JIOCTYI K
HEeXKeJlaTeIbHBIM MaTepraiaM MOXHO JIETKO 3a0JIOKUPOBATh MPU TOMOIIM CPEACTB
PoaurenbCkoro KOHTPOJIS.

CoseThbl 110 0e301MaCHOCTH JUId JeTeit oT 9 o 12 jer

1. Co3paiite CNMCOK JOMAIIHUX MpaBWI MOCelleHuss VMHTEpHET NMpu ydacTUH
JeTel U TpeOyMTe ero BBIOTHEHHUS.

2. TpeOyiite or Bamero pebGenka coOMONCHUS HOPM HaxXOXIEHHUSA 32
KOMITBIOTEPOM.

3. HaGmronaiite 3a peOeHKOM mpu paboTe 3a KOMITBIOTEPOM, MMOKAKUTE EMY, UTO
Br1 6ecriokonTech 0 €ro 0€30MacHOCTH M BCETa TOTOBBI 0Ka3aTh €My TTOMOIIIb.

4. KoMmproTep ¢ MOJKIIOYeHHEM B VHTEpHET MODKEH HAaXOAWTHCS B OOIICH
KOMHATE IMOJI IPUCMOTPOM POJUTETIEH.

5. HWcnonp3yiite cpenacTtBa OJOKMPOBAHUS HEXKETATEIHHOTO KOHTEHTA Kak
JIOTIOJITHEHUE K CTaHIapTHOMY PouTebcKoMy KOHTPOJIIO.



6. He 3a0biBaiiTe mMpuHUMATh HEMOCPEACTBEHHOE Y4YacTHUE B JKM3HU peOEHKa,
OecenoBath ¢ AeThbMU 00 UX JIpy3bsix B HTepHETE.

7. HactauBaiiTe, 4TOOBI I€TU HUKOT/JIA HE COIJIAIIAINCh HA JUYHBIC BCTPEUU C
Ipy3bsiMu 110 IHTEepHETY.

8. [To3BomnsiTE METAM 3aXOAUTh TOJIBKO HA CalThl U3 "Oenoro" crnucka, KOTOPhIH
CcO3/1aliTe BMECTE C HUMHU.

9. IlpuyunTe AeTel HUKOTA HE BbIAABaTh JUYHYIO MH(OPMAIIUIO CPEIACTBAMU
AJIIEKTPOHHOM TMOYTHI, YaTOB, CHUCTEM MTHOBEHHOr0 OOMEHa COOOIICHUSIMH,
PETHCTPAIMOHHBIX (OPM, JTUYHBIX MPOPUICH U TIPU PETUCTPAIUUA HA KOHKYPCHI B
HNutepnere.

10. Ilpuyuute nerell He 3arpykaTb nporpammbl 0e3 Bamero paspemieHus.
OOBsiICHUTE MM, YTO OHM MOTYT CJIy4YyallHO 3arpy3UThb BHUPYChl WIH JpYyroe
HE)KeJIaTeJIbHOE MPOrpaMMHOE 00ecIieYeHHE.

11. Co3paiite Bamemy peOeHKY OrpaHHMYEHHYIO YUETHYIO 3allUCh I pabOThI
Ha KOMITBIOTEPE.

12. ITpuyuute Bamero pebenka cooduiaTe BaM 0 JIFOOBIX Yrpo3ax WU TPEeBOrax,
cBs3aHHbIX ¢ MHTepHeroM. HamomuuTe neTsiM, 4TO OHU B OE€30MACHOCTH, €CJIU
CaMH pacCKa3alld BaM O CBOMX TPEBOTrax U ONACEHUsX.

13. Pacckaxute netsm o nopHorpaduu B Untepuete. 14. HactauBaiiTe Ha TOM,
YyTOOBI I€TU MPEAOCTABIISIIM BaM JOCTYIl K CBOEW 3JIEKTPOHHOM MOYTE, YTOOBI BbI
yOeIuInCh, 4YTO OHU HE 00IalTCs ¢ HE3HAKOMIIaMH.

15. OObsicHUTE AETSAM, UTO HEJb3d HCIOIb30BaTh CETh ISl XYJIUTaHCTBA,
PacnpOCTPAHEHUS CIUIETEH WUJIN YTPO3.

Bo3pact nereii ot 13 10 17 jger

B »sToM BoO3pacTe MNOAPOCTKM AaKTUBHO HCHOJIb3YIOT TOMCKOBBIE MAIUHBI,
MOJB3YIOTCS  DJEKTPOHHOM  TMOYTOM,  Clly)kOaMH  MTHOBEHHOTO  OOMeHa
COOOIIEHUSIMU, CKAYMBAIOT MY3bIKy W (uiabMbl. MajbuMkaM B 3TOM BO3pacTe
OoJibllle TIO HpPaBYy CMETaTh BCE OTpPaHUYEHHUS, OHU >XKXAYT TpyOOro oMopa,
a3apTHBIX WUTP, KaPTHHOK "I B3pOCHbIX". JIeBOUKM MpeanoYnTaroT oOImaThCs B
yaTaXx, NP OTOM OHHM Topa3no Ooyiee YyBCTBUTEIBHBI K CEKCyaJIbHBIM
noMorarenbcTBaM B MHTepHeTe. 3a4acTyl0 B JAHHOM BO3PACTE€ POJUTEISAM YiKe
BEChbMa CJIO)KHO KOHTPOJIMPOBATH CBOMX JIETEH, Tak Kak 00 M HTepHeTe oHM yxke
3HAIOT 3HAYUTENbHO OOJbllle CBOMX poauTened. Tem He MeHee, HE OTIyCKalTe
nereit B "cBobonnoe nmnaBanue" no MurepHety. CtapaiiTech akTUBHO Y4aCTBOBATh



B obmeHun pebenka B MHrepHere. BakHO MO-IIpeXHEMY CTPOro COONIIOAATH
npaBuia VHTepHET-0€30aCHOCTH - COIVIAIIEHUE MEXAY POIUTEISIMU U JETHMU.
Kpome ToOro, HeoOXOIMMO Kak MOXHO 4Yalle IPOCMATPUBATH OTYETHI O
nestenpHocT  Aered B Mutepnere. Crnemyer o0OpatuTh BHHMAaHHE Ha
HEOO0XOIMMOCTh CoJiepKaHus POIUTENIBCKUX naposien (maposneit
aJIMUHHCTPATOPOB) B CTPOTOM CEKpETe U 0OpaTUTh BHUMAaHHE HA CTPOTOCTb ITUX
MapoJeu.

CoBeThl 110 0€30IMacHOCTHA B 3TOM Bo3pacte oT 13 no 17 ner

1. Co3naiiTe CIMCOK OMAlIHUX IpaBWi nocemieHus MHTepHeTa npu ydacTuu
MOJIPOCTKOB U TpeOyiTe 6€3yCI0BHOrO ero BbinojiHeHus. OOropopure ¢ peoeHKOM
CIIUCOK 3ampelleHHbIX calToB ("depHbIii crucok"), dyacel paboTel B MHTEpHeTe,
PYKOBOJICTBO 1O 001IeHt0 B UHTepHETE (B TOM YHUCIIE B YaTax).

2. KommploTep ¢ moakirodeHueM K ceTd MHTepHeT MOMKEeH HaXOJIWUThCS B
00I1IEl KOMHATE.

3. He 3abpIBaiiTe OeceqoBaTh ¢ IeThbMHU 00 UX ApY3bsix B MIHTepHETEe, 0 TOM, YeM
OHM 3aHATHI TaKUM 00pa3oMm, OyATO peub HACT O JPY3bsX B PECATHHOM KU3HHU.
CnpammuBaiTe O JIOAAX, C KOTOPBIMU JETH OOIIMAIOTCS ITOCPEIACTBOM CIIYXKO
MTHOBEHHOTO OOMEHAa COOOIICHUSIMU, YTOObI YOEIUTHCS, YTO OSTHU JIOJA UM
3HAKOMBI.

4. Hcnonp3yiiTe cpeacTBa OJOKHPOBAHMS HEXKEIATEIBHOTO KOHTEHTA Kak
JIOTIOJTHEHHE K CTaHJIApTHOMY PoauTenbCcKkOMy KOHTPOJTIO.

5. HeobGxonumo 3HaTh, KAKUMH YaTaMu ToJb3yioTcss Bamm geru. Tloompsiite
UCIIOJI30BaHUE MOJIEPUPYEMBIX YATOB U HACTaWBaWTe, YTOOBI JETH HE OOIIAIUCH B
MIPUBATHOM PEXKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JETHM HHUKOIJa HE BCTPEYAIUCH JUYHO C
IpYy3bsIMU U3 ceTu MHTEepHeT.

7. Ilpuyunute neredl He BbIJAaBaTh CBOK JIMYHYIO WH(OpMAIUo cpeiacTBaMu
AJIEKTPOHHOM TMOYTHhI, YaTOB, CHUCTEM MIHOBEHHOTO OOMEHa COOOIECHUSIMU,
perucTpanoHHbIX (GOpM, TUYHBIX TTpodUIeH U IPU PETUCTPAllUd Ha KOHKYPCHI B
HNuTepnere.

8. Ilpuyuurte nereil He 3arpykaTb nporpamMmmbl Oe3 Baiero paspemeHus.
OObsiCHUTE MM, UYTO OHHU MOTYT CJIy4yallHO 3arpy3uThb BHUPYChl WJIH JpYroe
HE)KeJlaTeJIbHOE MpOorpaMMHOe 00ecrieyeHue.



9. Ilpuyunte Barmiero pedbeHka cooliiath Bam 0 JIFOOBIX Yrpo3ax WA TPEBOTax,
CBs3aHHBIX ¢ MHTepHeTOM. HamomuuTe netsM, 4To OHM B O€30MACHOCTH, €CIH
CaMM pacCKasajiud BaM, O CBOHUX Yrpo3ax wiu TpeBorax. l[loxBamure ux wu
MOCOBETYHTE MOJOUTH €11l pa3 B MOJOOHBIX CIIyUasx.

10. Pacckaxure pgersm o mnopHorpadun B Hutepuere. I[lomorute wum
3alMTUTBCA OT crnama. Hayunte moapocTKOB HE BbIIaBaTh B MIHTEpHETE CBOEro
pEaIbHOTO 3JIEKTPOHHOIO ajpeca, HE OTBEUaThb HA HEXEJaTelbHbIE IMUCbMa U
UCIIOJIb30BaTh CMEIMAIbHBIEC TOUTOBBIC (PUIBTPHI.

11. IIpuyunTe cedst 3HAKOMUTHCS C CATaMH, KOTOPBIE MOCEMIAIOT MOIPOCTKH.

12. Hayuute neteil yBaxaTh Ipyrux B HHTEpHETE. Y O€UTECH, YTO OHU 3HAIOT O
TOM, YTO IPaBUJIa XOPOLIETO MOBEAEHUS JEUCTBYIOT BE3/IE - JaXKE B BUPTYAJIBHOM
MHpE.

13. OOBsicHUTE AETSAM, YTO HU B KOEM cCllydae HeJb3s UCIHOob30BaTh CeTh s
XYJUTaHCTBA, PACIIPOCTPAHECHUS CIUIETEH WK YIPO3 IPYTUM JIFOISIM.

14. OOcyaute ¢ mnoapoCTKamMu MPOOJEMbI CETEBBIX a3apTHBIX HUIP U HX
BO3MOXHBIN pruck. HamomHuTE, YTO 1€TH HE MOTYT UIPaTh B 3TU UIPbI COTJIACHO
3aKOHY.

IlocTOSIHHO KOHTpOJIMPYHTE UcnoJb30BaHne NHTepHeTra Bamum pedGenkom!

DTO HE HAPYUIEHUE €T0 JIMYHOTO MPOCTPAHCTBA, a MEpa MPEAOCTOPOKHOCTH U
nposiBlieHue Barelt poauTenbckoii OTBETCTBEHHOCTH 1 3a00THI.



